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Introduction

The guide provides a sample plan to restore your Agilent
OpenLAB Data Store Server in the event of a disaster.

Agilent recommends that the following measures are taken to
ensure that a proper recovery can be made in the event of a
disaster:

1 Prepare and validate a recovery plan for the unlikely case
that the OpenLAB Data Store Server becomes inoperable
due to a hardware or software failure.

2  Perform periodic full backups and differential backups
between the full backups of your Data Store Server. Use the
backup procedure that is provided in this guide or refer to
the Agilent OpenLAB Data Store Backup and Restore Guide
for more information on performing backups.

3 Record and store system information you need to restore
your system in a place that will not be affected by a software
or hardware failure of your Data Store system.

This sample plan addresses only the basic procedure of backing
up and restoring a test Data Store server. Using this sample plan
for reference only, system administrators should develop their
own disaster recovery plan for the customer’s needs, and test
the plan thoroughly.

The test server used in this sample plan is a Windows 2008 R2
SP1 enterprise, Microsoft SQL 2008 R2 SP1 system with the
following configuration:

¢ OpenLAB CDS Data Store installed
e EZChrom application

Who should read this guide?

This guide is designed for the Agilent OpenLAB CDS Data Store
system administrator. Basic knowledge of the underlying
SQL-Server database management system and the Windows
backup and restore process is helpful.
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Preparation Procedures

Step 1. Record and store system information you will need to restore
your system

Record and store the system information that you need to
restore your system in a place that will not be affected by a
software or hardware failure of your Data Store system.

The following is a sample checklist for our test server. Be sure to
replace the details with information appropriate for your
system.

Sample Checklist

Information you need to restore your system includes:

Server Information

Q

O 00D

Server name: 9DRBR

Operating system: Windows 2008 R2 SP1

SQL Server: Microsoft SQL 2008 R2 SP1 (Mixed mode)
Domain settings: Agilent.com

User who did the installation: Username/password
(Administrator privileges on Windows server and SQL
server)

OpenLAB CDS Installation Configuration

Q

O OO0 DOCDO

U

Installation folder: E: \Program Files (x86)\Agilent
Technologies

Installation Qualification: Checked
Installation Type: Networked System
Networked System: Data Store Server
Database type: Existing SQL Server
Database server name: 9DRBR
Database instance: Default instance
Server connection type: Create new database

OpenLAB Shared Services database: OLSharedServices
with Windows authentication

Backend Storage: Data Store Server
Content file directory: E: \OpenLAB-DS
OpenLAB Shared Service Language: English

Register application: EZChrom
Enterprise path: \\9DRBR\OpenLAB-EP
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OpenLAB CDS System Configuration
O OpenLAB Data Store Database: OpenLabDs
O OpenLAB Data Store Indexes folder: C:\DSIndex\solr

O OpenLAB CDS system administrator and password:
Username/password

O OpenLAB CDS Authentication Provider: Windows Domain

0 OpenLAB CDS AFS account and password:
afs-username/password

O Account for Instrument service on AIC:
aic-username/password

0 OpenLAB CDS License: No license(trial)

Backup Information

O Backup of Data Store database name and location
Backup of Shared service database name and location
Backup of Data store content folder name and location
Backup of Data store index folder name and location

Backup of the
OpenLABInstallation_Workgroup_OLSS_Server_DataStore.xml
for reference (which is located in the E:\Program Files
(x86)\Agilent Technologies\Logs\Install Log)

O 00D

Step2. Determine the folder location to store the backup

If you are performing a backup, locate the folder (on a share,
USB drive, etc.) to store backup information. Record the
location to use later in the backup process.

If you are restoring your system, locate the folder where the
backup is stored. Record the location to use later in the restore
process.

Backup Procedure

Backup the databases, content, and indexes
Refer to the Microsoft documentation for additional details or
updates to these programs.
1 Open Windows Services.

2 Stop the alfrescoTomcat service, and then the Agilent OpenLAB
Shared Services.
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Lk Se = iy ] .S

File  Action Wiew Help

e EIEEEI - I

Services (Local) £} Services (L
alfrescoTomcat Mame = | Description | Stakus | Startup Type | Log On As | -
“EhAgilent OpenLAB COS Print Server Configure ... Started Aukomatic Local System
Start the service “EhAgilent OpenLAB Diagnastics Tools Supports m...  Started Autamatic Local System
“EhAgilent OpenLAE License Server Manages li...  Started Aukomatic Local System
Description: “EkAgilent OpenLAE Licensing Suppart Providesc...  Started Aukomatic Local System -
Apache Tomcat 6.0.29 Server - “EhAgilent OpenLAE Shared Services Host of Agi... Automatic Local System
http://temcat.apache. org/ C Blert Motification Server Provides al Started Aukomatic Local System
&k Application Experience Processes ... Manual Local System
1 Application Identity Determines. .. Manual Local Service
“Ek Application Infarmation Facilitakes ... Started Manual Local System
Eh Application Layer Gateway Service Provides s... Manual Local Service
&k Application Management Processesi... Manual Local System
“CLASPNET State Service Provides s... Manual Metwark 5.,
EhBackground Inteligent Transfer Ser... Transfersf... Manual Local System
“E}.Base Filtering Engine The Base F... Started Aukomatic Local Service
“EhBlack Level Backup Engine Service The WEEM... Manual Local System
“£LCA ARCserve Communication Found.., Providesd...  Started Aukomatic Local System
“51CA ARCserve Database Engine Provides d...  Started Aukomatic Local System
“£LCA ARCserve Discovery Service Enables th...  Started Aukomatic Local System
“5LCA ARCserve Domain Server Provides th... Started Aukomatic Local System
“£LCA ARCserve Job Engine Maintains a...  Started Aukomatic Local System
£LCA ARCserve Management Service Provides re... Started Aukomatic Local System
“£LCA ARCserve Message Engine Allows rem...  Started Aukomatic Local System
“£LCA ARCserve PortMapper Provides th... Started Aukomatic Local System
{£LCA ARCserve Service Cantraller Enablesre...  Started Aukomatic Local System LI

Extended 4 Standard /

3 Open the SQL Server Management Studio.
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4 To conduct a complete backup of the OpenLAB Shared
Services database (OLSharedServices) and the OpenLab Data
Store database (OpenLabD$), select Backup type: Full.

| OLSharedS ervices |
| [

[Fur =l
| =

[OLShaedS envicesFul Database Backup-002

fo

| EETH

* Dink € Tope

I Back Up Database - OLSharedServices
Select apage i
A Dplions
- Sowrce
D slabiasec
FRecovery modet:
Backup ype:
™ Copy-onty Backup
Backup comporert:
& Databate
" Files and Hegroups:
Backup set
M ame:
Descrption:
Blackip set vall sxpis:
= ARer
[ — o
[-p— Destinabion -
SDREBR Black up ba:
Connschon:
AGILENT volprocess-ecm
¥ View conneclion cropertie;
Puogieas
Ready

EEtackupO LS hatedS ervaces-FullB ackiup- 002 bak

B Back Up Database - Openl abDS
L% Soript = Heldp
A General = Lu)
A
Opliors g
Dratabare: [Dpenlatos =l
Recovery modet JFULL
Backup type: |Fua =
I Copy-only Backup
B ackup component:
= Database
 Files and ogroups: | =
Backup el -
Hame: |DperidabD S Fill Database Backup-002
Doscech I
Backup set wil esxpare:
& Al [o = dae
[ETTrr— C on [snorznz =
o] or
Server
SDRER Back up e & Disk € Taps
E-\Backup'\DperLabDS-Full 8 ackup-00Z bak Add I
AGILENT \olprocess-scm _
B¢ it connaclion DIODie) Farnrve |
Fleady
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10

To conduct a differential backup of the OpenLAB Shared
Services database (OLSharedServices) and the OpenLab Data
Store database (OpenLabDS), select Backup type: Differential.

Back Up Database

47 General
47 Dptions

Server
3DRER

Connection:
AGILENT\olprocess-ecm

3 view connection propeies

Fsady

LSharedServices

™| Copy-only Backup
Backup compenent:

& Database

" Files and flegroups:

Backup st

5 Seript - 7Y Help
Source
Database [OLSharedServices =l
Recovery madek JFocc
Backup type: [Ditterential =

Mame:
Deseription;

Backup set wil expire.

IEILShalEdSelw:as-D\flerenl\a\ Database Backup-002

* After Jo = das

C n [ 5072012 =
Destination

Back up ta * Disk . Tape

E:\Backup\OLShared3ervices-Diff-Backup-002.bak

Add.. |
Remove

Contents

ak Cancel

4
ack Up Database - OpenLabDs [_[O]x]
Selectapa 5 Seript - 7Y Help
A General
4 Options
= Source
Database: [OperLacDS =l
Recovery madek JFocc
Backup type: [Ditterential =

Server
3DRER

Connection:
AGILENT\olprocess-ecm

3 view connection propeies

Fsady

™| Copy-only Backup
Backup compenent:

& Database

" Files and flegroups:

Backup st

Mame:
Deseription;

Backup set wil expire.

[ApenLabDS Differential D atabase Backup-002

& Atter Jo = das

C n [ 5072012 =
Destination

Back up ta * Disk . Tape

E:\Backup\OpenLabD3-Diff-Backup-002.bak

Remove

Contents

Add..
ak Cancel

N
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b Use the Windows Server Backup program or other 3rd party
backup and restore program to conduct a full backup of the
Data Store content folder and DSIndex folder.

Backup Once Wizard

v :’9‘ Select Items for Backup

Backup Options Select the items that you want ko back up. Selecting bare metal recovery will

Select Backup Configur... pravide you with the most options if you need ta perfarm a recovery.

Mame  ~
L CDsIndex
. EdOpenLAB-DS

Specify Destination Type

Select Backup Destination
Confitrnation

Backup Progress

] | |
Add Ttems I Remove Items |
Advanced Settings |

Choosing what bo include in a backup

< Previous Next = | Backup | Cancel |

6 Open Windows Services.

7 Start the Agilent OpenLAB Shared Services, and then the
alfrescoTomcat service.

€} Services =1 3
File Action View Help
& |5 ]
. Services (Local)

1 Hame =~ | Description | Status | Startup Type | Logonas | A

i il Aglent OpenlAB COS Frink Server  Configure ., Started  Automatic Local System

il aglent OpenLAB Diagnastics Tools  Supportsm... Started  Automatic Local System

G aglent OpenLAB License Server Manages ... Started  Automatic Local System

i) Agilent OpenLAB Licensing Support  Provides Started  Automatic Local System

Description: ) agilent OpenLAB Shared Services Host of Agi... Started Automatic Loral System

Apache Tomeat 6.0.29 Server - k Mlert Notification Server Provides al... Started  Automatic Local System

http:fftomeat. apache. org/ i

G alfrescoTomeat Apache To.., Started  Automatic Local System

) mpplication Experience. Processes ...  Started Manual Local System

€ Application Identity Determines... Marual Local Service

) Application Information Facitates .. Stated  Manual Local System

) mpplication Layer Gateway Service Provides 5. Manual Local Service

€ Applcation Management Processes . Marual Local System

1] ASP ET State Service Providss 5., Manual Hetwork 5. .

) Backaround Inkeligent Transfer Ser...  Transfersf... Manual Local System

1€ Base Fitering Engine: The BaseF.. Started  Automatic Local Service

i) Block Level Backup Engine Service  The WBEN. ., Manual Local System

{£1.CA ARCserve Communication Found... Providesd... Started  Automatic Local System

1) CA ARCserve Database Engine Providesd... Started  Automatic Local System

1€ CA ARCserve Discovery Service Enablesth... Stated  Automatic Local System

{£1.CA ARCserve Domain Server Providesth... Stated  Automatic Local System

A ARCserve Tob Engine Mainkains a.., Started  Automatic Local System

G} CAARCoerve Management Service  Providesre.., Started  Automatic Local System

{£1.CA ARCserve Message Engine Allows vem...  Started  Automatic Local System

) CA ARCserve PortMapper Providesth.., Started  Automatic Local System
1€} CA ARCserve Service Contraler Enablesre... Stated  Automatic Local System =

Y, Extended A Standard /
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Recovery Procedures

12

Use these procedures to recover your system if the OpenLAB
Data Store becomes inoperable due to a hardware or software
failure.

Step 1. Prepare the new system to meet the following requirements

1

2
3
4

(2]

Install the same OS system as your previous system.
Set the same host name as your previous system.
Join the domain.

Set the Windows user who will be installing the software as
a member of the local system administrators group.

Login as the user who will be installing the software.

Install the SQL 2008 R2 SP1 (same version as on your
previous system).

Install the required Microsoft hot fixes.

Step 2. Install the OpenLAB CDS Data Store system

Login as the user who was set up to install the software.

Obtain the same version of OpenLAB CDS as the previous
installation.

Open the master installer to install the Data Store server.
Use the same configuration as the previous installation.

Open OpenLAB Control Panel, edit the System
Configuration. Use the same configuration as the previous
configuration.

Activate the database.
Login to one of the system’s AIC.

For EZChrom systems, run %InstallationPath%\EZChrom\
EnterpriseConfig.exe to configure the AFS permission with the
same domain user account as the previous installation. This
step is not needed for ChemStation systems.
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Step 3.

Restore the Databases, Content, and Indexes

Refer to the Microsoft documentation for additional details or

updates to these programs.

1 Login as the user who was set up to install the software.

2  Open Windows Services.

3 Stop the alfrescoTomeat service and then the Agilent OpenLAB

Shared Services.

0 Services A=
Fle Action YView Help
Services (Local) £ Services (Local)
alfrescoTomeat Mame_~ | Description | Status | Startup Type [ Logonas | -
(:glent OpenLAB CDS Print Server  Configure ...  Started  Automatic Local System
Start the service (G Agilert OpenLAB Disgnostics Tools  Supports m... Started  Automatic Local System
1€ Agilent. OpenLAB License Server Manages li.. Started  Automatic Local System
Description: (). Agilert OpenLAB Licensing Support Provides ... Started  Automatic Local System |
Apache Tomcat 6.0.28 Server - 1€ Agilent: OpenLAB Shared Services futomatic Local System
hitp:/ftomeat.apache. org/ & Mlert Notification Server Started  Automatic Local System
1€ Applcation Experience Maual Local System
1€ application Identity Manual Local Service
1€ Applcation Tnformatior, Faciltates .. Startsd  Manual Local System
(€ mpplication Layer Gateway Service  Provides s Manual Local Service
(€ Application Management Processes .. Manual Local System
1G1:ASP NET State Service Pravides s... Manual Network 5.,
{6Background Tnteligent Transfer Ser... TransfersF.., Manual Local System
1€:Base Filtering Engine TheBaseF... Started  Automatic Local Service
{2 Block Level Backup Engine Servics The WEEN... Manual Local System
{6/:CA ARCserve Communication Found... Provides d...  Started  Automatic Local System
{65.Ch ARCserve Databass Engine Provides d... Started  Automatic Local System
161:CA ARCserve Discovery Service Enablesth... Started  Automatic Local System
{65.CA ARCserve Domain Server Provides th... Started  Automatic Local System
161:CA ARCserve Job Engine Maintains a... Started  Automatic Local System
{).CA ARCserve Management Servics  Provides rs... Started  Automatic Local System
{61:Ch ARCserve Message Engine dllows rem...  Started  futomatic Local System
{65.Ch ARCserve PortMapper Provides th... Started  Automatic Local System
161:CA ARCserve Service Controller Enablesre... Started  Automatic Local System =l
' Extended £ Standard /
[

4 Open the SQL Server Management Studio.
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14

b Restore the OpenLAB Shared Service database
(OLSharedServices) from the full backup or differential
backup. Select the option With Replace to replace the existing
database with your backup version.

B Restore Database - DLSharedServices

mu 5 Seript - I3 Help

27 General
27 Options

Connection

Server
SDRER

Connection:
AGILENTalprocess-scm

3 View connection properties

Progress

Feady

[_[O0x]

Destination for restore

Select or type the name of a new or existing database for pour restore operation

To database:

To a point in time: Most iecent possible

Source for restore

=
2

Specify the source and location of backup sets to restore

& Fiom database: |OLsharedServices =l
£ Fiom device: | .
Select the backup sefs to restare:
Restore | Name | Component | Type | Sever [ Database | Pasition | FirstLSH
W OLSharedServicesFull Database Backup-002 Databass  Ful SDRBR  DLSharedServices 1 3100000000
¥ OLSharedServices Differential Database Backup 002  Database  Differentil | SDRBR  OLSharedServices 1 3200000000
| | 0|

4

6 Restore the OpenLAB Data Store database (OpenLabDS) from
the full backup or differential backup. Select the option With
Replace to replace the existing database with your backup
version.

B Restore Database - DpenLabDs

L5 seript ~ I Help

27 General
|27 Dptions

Connec!

Server:
SDRER

Connection:
AGILENT olprocess-ecm

4 View connection properties

Pl

Ready

[_[Dlx]

Destination for restore

Source for restore

Select o ype the name of a new or existing database for your restore operation,

To database;

To & point in time: Muost recent possible

|
-

Specify the source and location of backup sets to restore.

% From database |OpenLabDs

=

" From device: [

Select the backup sets to restore,

=

Restore | Name | Comporent | Type | Server [ Database [ Pasition | First LS i
i~ OpenLabD5-Full Database Backup-002 Database Full 9DRBR  OpenlabDS 1 17800000001 6700034
¥ OpenlabDS Difierential Database Backup002  Dalabase  Differential  9DFER | OpenLabDS 1 123000000001 600045

gl | |

A
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7 Remove DSAdmin from OpenLabhDS > Security > Users. Assign
Security > Logins > DSAdmin as db_owner for Data Store
database.

General

; Script = Iﬁ] Help

IS[=] 3

! Server Roles

" Securables
A Sratug

Connection

Server
9DRER

Connection:
AGILEMTholprocess-ecm

47 View connection properties

Feady

Uszers mapped to this login:

Map | D atabase Uszer

Default Schema

master

model

mzdb
OLSharedServices
OpenLabDs
tempdb

D Sadmin

¥ | Guest accourt enabled for: master

Databaze role membership for: master

dbo

O db_acceszadmin
O db_backupoperator
[ db_datareader
db_datawriter
db_ddladmin
db_denydatareader
db_denydatavriter
O db_owner

O db_zecurityadmin
[¥] public

O
O
O
O

o]

Cancel |

%
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8 If using DB user and SQL Server authentication for OLSS
database, remove the DB user from Shared Services database
> Security > Users. Assign Security > Logins > dbuser as
db_owner for Share Services database.

perties - olssadmin =] E3
‘S Script = m Help

A General
A Server Roles

Uszers mapped to this login:

apping

Eﬁ Securables Map | D atabase Uszer Default Schema

A Status [~ master
- model
- mzdb
I~ OLSharedServices olzzadmin dbo _I
- OpenLabDS
- termpdb

¥ | Guest accourt enabled for: master

Databaze role membership for: master

O db_acceszadmin
. O db_backupoperator

g:ﬁ;:ﬁ [ db_datareader

O db_datavriter
Connection: O db_ddiadmin
AGILEMT \olprocess-ecm O db_denydatareadsr
47 iew connection properties [0 db_denydatawriter

O db_owner

O db_zecurityadmin

[¥] public

oK I Cancel |

%

9 If the OpenLAB CDS authentication provider is Windows
local, edit the tables OLSharedServices.ExternalUsers and
OLSharedServices.ExternalGroups in the OpenLAB Shared
Services database, to replace the value of the field Externalld
of each group or user with the SID of the group or user from
the new computer system.

10 Rename the existing Data Store Content and DSIndex
folders.
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11 Open the Windows Server Backup program or other 3rd
party backup and restore program.

12 Conduct a restore of the DataStore Content and DSIndex
folders to the original place in the directory from the full
backup and differential backup.

1% Recovery Wizard

§ Select Items to Recover

Getting Started Browse the tree in Available items ko find the files o Folders that yvou want to recover, Click

. . an item in the tree or under Mame to select it For recovery,
Specify Location Type

Specify Remote Faolder #Available items: Items to recover:
Select Backup Date Mame =~ | Date Modified |
| DSlndex 51112012 11,

Select Recovery Type - DsIndex

. Data (E:
- | OpenLAB-DS

Specify Recavery Opti,..

Confirmation

Recovery Progress

1% Recovery Wizard

'y
§ Select Items to Recover

Getting Started Browse the tree in Available items ko find the files o Folders that yvou want to recover, Click
. . an item in the tree or under Mame to select it For recovery,
Specify Location Type

Specify Remote Faolder #Available items: Items to recover:

9DRER Mare - | Date Modified |

J Local disk (C:} | OpenLAB-DS 5{11/2012 11:...
E:}

. OpenLAB-DS

Select Backup Date

Select Recovery Type

Specify Recavery Opti,..

Confirmation

Recovery Progress
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13 Open Windows Services.

14 Start the Agilent OpenLAB Shared Services, and then the
alfrescoTomcat services.

Fle Action View Help
FE I IP
PR EE ¢ services (Local)
alfrescoTomcat Name_ = | Description | Status Startup Type [ LogOnés | -
"CJ.hglent OpenLAB CDS Prink Server  Corfigure ...  Started  Automatic Local System
Stop the service iCl.aglent OpenLAB Diagnostics Tooks  Supportsm... Started  Automatic Local System
Restart the service “ChAglent OpenL AR License Server Managesli.. Started  Automatic Lacal System
1l gllent OpenLAE Licensing Support Stated  Automatic Local System _
Description: G, hglent OpenLAB Shared Services Statted  Automatic Local System
Apache Tomcat 6.0.29 Server - “E Alert Natification Server Provides al... Started  Automatic Lacal System
http://tomcat. apache. org/ P
), afrescoTomeat Apache To... Stated  Automatic Local System
1€l Application Experience Processes ... Started  Manual Local System
€, Application Tdentity Determines. .. Marual Local Service
1l application Information Facltates ... Started  Manual Local System
(), Application Layer Gateway Servics  Providss s... Marual Local Service
1l application Management Manual Local System
()L ASRNET State Servics . Marual Network S...
1) Background Inteligent Transfer Ser... Transfersf... Manual Local System
{C),Buase Fitering Engine The BaseF... Stated  Automatic Local Service
\CliBlock Level Backup Engine Service  The WEEN. .. Manual Local System
{CJ,CA ARCserve Communication Found... Provides d...  Stated  Automatic Local System
1€,CA ARCserve Database Engine Provides d... Stated  Automatic Local System
{CJ,CA ARCssrve Discovery Service Ensblesth... Stated  Automatic Local System
1C,CA ARCserve Domain Server Provides th., Started  Automatic Local System
{CJ,CA ARCserve Job Engine Mairkains a... Stated  Automatic Local System
(CLCA ARCserve Management Service  Provides re... Started  Automatic Local System
{CJ,CA ARCserve Message Engine Alows rem...  Stated  Automatic Local System
1C,CA ARCserve PortMapper Provides th., Started  Automatic Local System
{CLCA ARCssrve Service Controller Ensbles te... Stated  Automatic Local System |
Extended /4 Standard /'
\ [

15 For EZChrom systems, reset printers from OpenLAB
Control Panel if a printer server is installed. This step is not
needed for ChemStation systems.
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