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This product may be used as a com-
ponent of an in vitro diagnostic sys-
tem if the system is registered with
the appropriate authorities and com-
plies with the relevant regulations.
Otherwise, it is intended only for gen-
eral laboratory use.

Software Revision

This guide is valid for revision C.01.04 or
higher of the Agilent ChemStation software.

Microsoft ® is a U.S. registered trademark
of Microsoft Corporation.

Windows 7, SQL Server, and Visual Studio
are either registered trademarks or
trademarks of Microsoft Corporation in the
United States and/or other countries.

Oracle ® is a U.S. registered trademark of
Oracle Corporation.

Warranty

The material contained in this docu-
ment is provided “as is,” and is sub-
ject to being changed, without notice,
in future editions. Further, to the max-
imum extent permitted by applicable
law, Agilent disclaims all warranties,
either express or implied, with regard
to this manual and any information
contained herein, including but not
limited to the implied warranties of
merchantability and fitness for a par-
ticular purpose. Agilent shall not be
liable for errors or for incidental or
consequential damages in connection
with the furnishing, use, or perfor-
mance of this document or of any
information contained herein. Should
Agilent and the user have a separate
written agreement with warranty
terms covering the material in this
document that conflict with these
terms, the warranty terms in the sep-
arate agreement shall control.

Technology Licenses

The hardware and/or software described in
this document are furnished under a license
and may be used or copied only in accor-
dance with the terms of such license.

Restricted Rights Legend

If software is for use in the performance of a
U.S. Government prime contract or subcon-
tract, Software is delivered and licensed as
“Commercial computer software” as
defined in DFAR 252.227-7014 (June 1995),
oras a “commercial item” as defined in FAR
2.101(a) or as “Restricted computer soft-
ware” as defined in FAR 52.227-19 (June
1987) or any equivalent agency regulation
or contract clause. Use, duplication or dis-
closure of Software is subject to Agilent
Technologies’ standard commercial license
terms, and non-DOD Departments and
Agencies of the U.S. Government will

receive no greater than Restricted Rights as
defined in FAR 52.227-19(c)(1-2) (June
1987). U.S. Government users will receive
no greater than Limited Rights as defined in
FAR 52.227-14 (June 1987) or DFAR
252.227-7015 (b)(2) (November 1995), as
applicable in any technical data.

Safety Notices

A CAUTION notice denotes a
hazard. It calls attention to an
operating procedure, practice, or
the like that, if not correctly per-
formed or adhered to, could
result in damage to the product
or loss of important data. Do not
proceed beyond a CAUTION
notice until the indicated condi-
tions are fully understood and
met.

A WARNING notice denotes a
hazard. It calls attention to an
operating procedure, practice,
or the like that, if not correctly
performed or adhered to, could
result in personal injury or
death. Do not proceed beyond a
WARNING notice until the indi-
cated conditions are fully under-
stood and met.
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In This Guide...

In This Guide...

Agilent-delivered ChemStation PC Bundle systems are delivered with the
supported Windows operating system pre-installed and are configured for
optimum ChemStation performance. Non- Agilent PC Bundle systems
require some manual configuration changes in order to provide optimum
performance. This manual describes how to configure a non- Agilent PC
Bundle system.

The ChemStation system needs to be installed using an operating system
Administrator user account. To run the system with the configured
options outlined in this document, all Users and PowerUsers should use
the same settings.

1 How to configure Windows XP SP 3 for use with Agilent ChemStation Rev.
C.01.04 or higher

This chapter identifies and describes all parameters necessary to configure
a non-Agilent Windows XP SP 3 system for use with Agilent ChemStation
Rev. C.01.04 or higher. It also covers important settings like Internet
Security.

2 How to configure Windows 7 for use with Agilent ChemStation Rev. C.01.04 or
higher

This chapter identifies and describes all parameters necessary to configure
a non- Agilent Windows 7 system for use with Agilent ChemStation Rev.
C.01.04 or higher.

3 Security Settings

This chapter summarizes all security settings required for LC/MSD,
CE/MSD, LC/MSD Trap. All other security settings are set automatically by
the OpenLAB CDS Master Installer.

Configure and Maintain your Agilent ChemStation 3
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1 How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. C.01.04 or higher

Install Windows XP

Keep your PC disconnected from the internet until you have installed the appropriate
security patches and hot fixes. Itis strongly recommended to install the latest security fixes
as supported from Agilent and virus definitions prior to connecting to a network.

1 Install Windows XP from recovery CD or Windows XP Professional
CD-ROM. During the setup of Windows XP provide the Computer Name,
Administrator password and network settings. Select to either join an
existing domain or set up the system in workgroup mode.

2 Check the Windows version by typing
winver at the Start > Run command prompt: If necessary, install Service
Pack 3 for XP. Ignore the option to archive current files and reboot the
system.

3 To secure your system against viruses please install an AntiVirus
program. Running AntiVirus programs might influence the behavior and
performance of your computer. Agilent ChemStation was tested to run
with Symantecs Norton Antivirus.

6 Configure and Maintain your Agilent ChemStation



How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. C.01.04 or higher 1

Configure Windows XP Settings

Some changes within this document are mandatory for the ChemStation to
work properly on a Windows XP system. Some changes will optimize
application performance. Other changes will have a graphical or minor
impact.

To indicate the relative importance of individual settings, each item is categorized as:
MUST: These changes must be applied.

PERFORMANCE: These changes will improve system performance.

OPTIONAL: Most of these changes will affect the graphical display of the application.

[OPTIONAL] 1 General Layout: (Start Menu, right-click > Properties)
a Start Menu Tab: Select Classic Start Menu

Configure and Maintain your Agilent ChemStation 7



1 How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. C.01.04 or higher

b Start Menu > Customize button (See Figure 1 on page 8): In Advanced
Start menu options: Disable the following option:

Use Personalized Menus

Customize Classic Start Menu 2xl

Start menu
You can cuskomize your Stark
menu by adding or removing ;
items, Remave. .. |

Advanced |
Sork |
P || To remove records of recenthy
| =

accessed documents, programs, Clear |
and Web sites, click Clear., =

Advanced Start menu options:

[ Expand My Dacuments ;I
[ Expand My Pictures

Expand Metwork Connections

Expand Printers

Scroll Programs

Show Small Ieons in Start menu

[0 Use Persanalized Menus -

[0]4 | Cancel |

Figure 1 Customize Classic Start Menu Dialog

¢ Enable in the following options:
Display Administrative Tools
Display Favorites

Display Log Off (for Workgroup Systems, this option is only available
after configuration step 6)

Display Run

Enable dragging and dropping
Expand Control Panel

Expand Network Connections
Expand Printers

Scroll Programs

Show Small Icons in Start menu

8 Configure and Maintain your Agilent ChemStation



How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. C.01.04 or higher 1

[MUST] 2 Folder Options: (right-click Start > Explore)
a Set View to Details
b Choose Tools > Folder Options
¢ General tab: for Tasks select Use Windows classic folders
d View tab: Disable the following options:
Use simple file sharing
Hide extensions for known file types
e Enable the following option:
Display the full path in the title bar
f Apply these settings to all folders by selecting the Apply to All Folders
button
[MUST] 3 Internet Explorer: (Start > Programs > Internet Explorer) (See Figure 2 on
page 9)
a Tools > Windows Update: Apply all critical security patches.

File Edit ‘Wiew Favorites | Tools  Help

Mail and Mews L I

yBack - £ - (%] |5
LS 4 4 \—LI L Synchronize. ..

Address Windows Update

Internet Cptions. ..

Figure 2 Downloading Critical Security Updates

[MUST] 4 Register Windows XP Professional with Microsoft.

[MUST] 5 Windows Logon Options: (For Workgroup Systems, only) (Start > Settings
> Control Panel > User Accounts)

a Select Change the way users log on or off
b Disable Use the Welcome Screen

¢ Disable Use Fast User Switching

[MUST] 6 Power Options: (Start > Settings > Control Panel > Power Options) (See
Figure 3 on page 10)

a Select the Power Schemes tab

b From Power Schemes drop down box select one of the power schemes

Configure and Maintain your Agilent ChemStation 9



1 How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. C.01.04 or higher

¢ Set the drop down boxes Turn off hard disks and System standby to Never.
d Select the Hibernate tab: disable Enable hibernation .

Power Options Properties ﬂil

Power Schemes |.ﬁ.dvanced| Hibernatel UPS I

of @ Select the power scheme with the mozt appropriate settings for
b thiz computer. Maote that changing the settings below will rmodify
the zelected zcheme.

— Power zchemes

Home./Office D

Save Az | Delete |

— Settingz for Home/Dffice Dezk power scheme

Turr off monitor: Iﬂ.fter 20 ming

Turn off hard disks: I Merver

System standby: INever j

(1] 4 I Cancel Apply

Figure 3 Power Options Properties Dialog, Power Schemes Tab

[MUST] 7 Local Security Policy: (Start > Programs > Administrative Tools > Local Security
Policy)

a In the Security Settings tree open Local Policies folder, then Security
Options folder

b Double-click the following policy listed in the right hand panel:
Network Access: Sharing and security model for local accounts

10 Configure and Maintain your Agilent ChemStation



How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. C.01.04 or higher 1

¢ In the displayed dialog select the following item from the drop down
list: Classic - local users authenticate as themselves

§ Local Security Settings

File  Action View Help

o |BXEB R

@ Security Settings

@ Account Policies
28 Local Policies

Network aCCESS:
Network aCCESS:
Network aCCESS:
Network aCCESS:
Network aCCESS:
Network ACCESS:
Network ACCEsS:
Network security

Network security

(2 Public Key Paolicies
[Z1] Software Restriction Policie
.g IP Security Policies on Loca

I

Do not allow anonymous enumeration of SAM
Do not allow skorage of credentials or (MET Pa:
Let Everyone permissions apply to anonymous
Mamed Pipes that can be accessed anonymous
Remately accessible registry paths

Shares that can be accessed anonymously
Sharing and security model For local accounts

: Do not store LAK Manager hash value on nex
: Force logoff when logon hours expire

Network security: LAMN Manager authentication level
Network security: LDAP client signing requirements

Network security: Minimum session security for MTLM SSP based
[R¥Iuetwark security; Minimum session security for NTLM S5P based

Network access: Sharing and security model f .

Local Security Setting

Metwork access: Sharing and zecurity model for local accounts

2]

Cancel |

L« ]

Apply |

Figure 4

[MUST]

Local Security Settings Dialog

Windows Messenger > Tools > Options):
a Select the Preferences tab (See Figure 5 on page 12)
b In the General section disable Run Windows Messenger when Windows

starts

Configure and Maintain your Agi

lent ChemStation

8 Disable Automatic Startup of Windows Messenger: (Start > Programs >
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1 How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. C.01.04 or higher

¢ Select OK and reboot the system.

options x|

F'ersu:unall Fhone FPreferences IF'ri'»fan:_l,II Eu:unneu:tiu:unl

General
& [T Run Windows Meszenger when Windows starts

¥ Allow ‘Windows Messenger to run in the background

v Show me as “Bwan when I'm inactive for IE rinutes

Alert
3 ¥ Dizplay alerts when contacts come online

¥ Dizplay alerts when an instant message is received

I Block alertz and set status to "Busy' when running
full-zcreen programs

¥ Play zound when contacts sign in or send Caunds. |
a mezsage —

File Transfer
j +  Files received from others will be put in this falder:

J

IE:"'.D-::-:uments and SettingshStefan Meyeriiy Browse,

| Ok I Cancel | Help |

Figure 5 Options Dialog, Preferences Tab

[MUST] 9 Regional and Language Options: (Start > Settings > Control Panel > Regional
and Language Options) (See Figure 6 on page 13)

12 Configure and Maintain your Agilent ChemStation



How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. C.01.04 or higher 1

a Set Regional Options to English (United States) from the drop down list.

Regional and Language Options 21x|

Regional Options | Languages I Advanced |

— Standards and formats

Thiz option affects how some programs format numbers, currencies,
dates, and time.

Select an item to match itz preferences, or click Customize to chooze
your awn formats:

| Engiish [Urited States)

Samples

Mumber: |123,455,?aa.nu
Currency: 14123 456,769.00

Time: [10:05: 05 &M
Short date: |3,-'1 02004

Long date:  iy/ednesday. March 10, 2004

— Location

To help zervices provide you with lacal information, such az news and
weather, select your present location:

Germary j

Ok Cancel | Apply |

Figure 6 Regional and Language Options Dialog, Regional Options Tab

Configure and Maintain your Agilent ChemStation 13
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How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. C.01.04 or higher

b If regional format other than English (United States) is used, the
following settings are mandatory. The settings can be defined by
clicking the Customize button (See Figure 7 on page 14):

Decimal symbol = . (point)

Digit grouping symbol = , (comma)

List separator =, (comma)

Customize Regional Options

Mumbers | Eurrenc_l,ll Time I Date I

2l x|

Sample

Prsilive: |123,458,?BE|.EID

Wenative: |-1 23,45, 729,00

Decimal symbal:

Ma. of digits after decimal:

Digit grouping symbaol:
Digit grouping:

Megative zign symbaol:
Megative nurnber format:
Dizplay leading zeros:
Ligt zeparatar:

Meazurement system:

] =
E =l
| =l
123,456,729 =l
| =l
[-1.1 |
[07 =l
| =l
[us. =l

Ok I Cancel Apply

Figure 7 Customize Regional Options Dialog, Numbers Tab
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How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. C.01.04 or higher 1

¢ Language for non-Unicode programs: On the Advanced Tab select
English (United States) from the drop down list (See Figure 8 on
page 15).

Regional and Language Options ilil

Flegiu:unaletiu:unsI Languages Advanced |

— Language for non-Unicode programs

Thiz gpztem zetting enables non-Unicode programs to display menus
and dialogz in their native language. It does naot affect Unicode
programz, but it does apply to all users of thiz computer.

Select a language to match the language werzion of the non-Unicode
pragrams you want to use:

— Code page conversion tables

10000 [MAC - Roman] i’
O 10001 [MAC - Japanese)

[ 10002 [MAC - Traditional Chinese Bigh)

O 10003 [MAC - Kaorean)

O 10004 (MAL - Arabic)

O 10005 [MAL - Hebrew) LI

— Default user account settings

[ Apply all settings to the cument user account and ta the default
uzer profile

(] 4 I Cancel Apply

Figure 8 Regional and Language Options Dialog, Advanced Tab

[PERFORMANCE] 10 Hard disk Properties: (right-click Start > Explore, right-click on Local Disk
(C:) > Properties).

a In the General tab, disable Allow Indexing Service to index this disk for fast
file searching (See Figure 9 on page 17)

b Apply the changes by selecting 0K.

Configure and Maintain your Agilent ChemStation 15



1 How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. C.01.04 or higher

¢ In the selection screen, enable the option Apply changes to C:\,
subfolders, and files.

d Disable this setting for all non-removable drives.

Microsoft applies special sets of permissions to certain folders, such as the
SNTUninstallKB... folders which relate to Windows HotFixes and Patches. These folder
permissions result in error messages when applying new settings for the Indexing Service.
Select Ignore, when these messages appear.

16 Configure and Maintain your Agilent ChemStation



How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. C.01.04 or higher

Local Disk {C:) Properties 2] x|

General I Tools I Hardwarel Sharingl Securit_l.ll I]uu:utal

< |

Type: Local Dizk
File zpstem:  MTFS

B Used space: 2,242 945 024 bytes 208 GE
B Free space: 235,987 712 bytes B.90GE
Capacity: 8.578.932.736 bytes 798 GB

|

Dirive C Dizk Cleanup

[ Compress dive to save disk space

[ Allow Indexing Service to index this disk for Fast file searching

| k. I Cancel Aoy

Figure 9 Local Disk (C:) Properties Dialog, General Tab

Configure and Maintain your Agilent ChemStation
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1 How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. C.01.04 or higher

[PERFORMANCE] 11 Screen layout: (right-click desktop > Properties):

a Please change the following items in the Display Properties dialog (See
Figure 9 on page 17):

Themes tab: Change Windows XP to Windows Classic
Desktop tab Customize Desktop button:

General tab: Enable all 4 desktop icons (My Documents, My
Computer, My Network Places, Internet Explorer)

General tab: Disable Run Desktop Cleanup Wizard every 60 days
Screen Saver tab: Change Screen Saver from Windows XP to none
Appearance tab > Effects button: disable all items, except for

Hide underlined letters for keyboard navigation....

Settings tab: 1280 by 1024 resolution, 32 bit color, 75 Hertz refresh
or higher. (Please note: some old monitors may only work with 60
Hz.)

Display Properties d

Themesl Deskiop  Screen Saver .ﬁ.ppearancel Setlings I

Figure 10  Tabs in Display Properties Dialog

[PERFORMANCE] 12 System Properties: Start > Settings > Control Panel > System

a Advanced tab > Performance > Settings button (See Figure 11 on
page 19):

Visual Effects tab: Set Visual Effects to Adjust for best performance.

Advanced tab > Virtual Memory: For optimum performance use the
Change button to adjust the paging file size to a value of 2 to 3
times of the physical RAM of the PC.

Data Execution Prevention tab: Enable Turn on DEP for essential Windows
programs and services only.

18 Configure and Maintain your Agilent ChemStation



How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. C.01.04 or higher 1

Performance Options 2 x|

Visual Effects  Advanced |Data Execution Prevention I

~Processor scheduling

By default, the computer is set to use a greater share of
processor bime bo Fun your programs.

adjust For best performance of :

" Background services

—Memory usage

By default, the compuker is set to use a greater share of
memory to run ¥our programs.

adjust For best performance of ;

% Programs ™ System cache

—Wirkual remory

& paging file is an area on the hard disk that Windows uses as
if it were RAM,

Total paging file size For all drives: 3d4 MB

_hange |

| (] 4 I Cancel Appliy

Figure 11  Performance Options Dialog, Advanced Tab

b Advanced tab > Startup and Recovery > Settings button (See Figure 12 on
page 20):

System startup section: Change both Time to display... fields from 30 to
3 sec.

Configure and Maintain your Agilent ChemStation 19
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How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. C.01.04 or higher

System failure section: Set Write debugging information to none

Startup and Recovery : 21|

—Swskern startup

Default operating syskem:

"Microsoft Windows XP Professional” fFastdetect j

v Time bo display lisk of operating systems: I 3 3: seconds
[v Time to display recovery options when needed: I 3 E: seconds

To edit the startup options file manually, click Edit, Edit |

—System Failure

Iw ribe an event ko the syskem log
v Send an administrative alsrt

v Autamatically peskart

—Write debugging information

mump Files

| “5ystemRont | MEMORY DMP

¥ | Gverwrite any existing file

QK I Cancel

Figure 12  Startup and Recovery Dialog

¢ Advanced tab > Error Reporting button: Select Disable error reporting and
But notify me when critical error occur.

d Remote tab: Disable Allow Remote Assistance invitations to be sent from this
computer and Allow users to connect remotely to this computer.

e System Restore tab: Enable Turn off System Restore on all drives.

f Reboot the system after enabling this setting.

Configure and Maintain your Agilent ChemStation



How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. C.01.04 or higher 1

g Disable hardware acceleration for the video adapter.

Right- click desktop > Properties > Settings Tab > Advanced button >
Troubleshoot tab

Set hardware acceleration to None.
Plug and Play Monitor and Mobile Inkel(R} 965 E 2| x|
Generall .ﬁ.dapterl Monitor  Troubleshoot I Color Managementl

. Are pou having problems with your graphics hardware? These
zettingz can help you troublezhoot display-related problems.

— Hardware acceleration

b anally control the level of acceleration and performance zupplied by
wour graphics hardware. Uze the Dizplay Troubleshooter to azsigt pou in
raking the change.

Hardware acceleration: Maone i J— ¢ Full

Dizable all accelerationz. Use this zetting anly if your computer
frequently stops responding or has other zevere problems.

¥ Enable wiite combining

k. I Cancel Sy

[OPTIONAL] 13 Recycle Bin Properties: (right-click on desktop icon Recycle Bin) Enable
the following options (See Figure 13 on page 22):

a Use one setting for all drives

b Do not move files to the Recycle Bin. Remove files immediately when deleted

Configure and Maintain your Agilent ChemStation 21



1 How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. C.01.04 or higher

¢ Display delete confirmation dialog

Recycle Bin Properties £ ilil

Global | Local Disk (2 I

™ Corfigure drives independently

—{%" Use one sekting For 2l drives

v Do nat move Files bo the Recycle Bin, :
Femove files immediately when deleted:

S

Maximum size af Recycle Bin (percent of each drive)

v Display delete confirmation dialog

K I Zancel apply

Figure 13  Recycle Bin Properties Dialog, Global Tab

[OPTIONAL] 14 Screen layout: (right-click desktop > arrange icons by) Disable Align to grid.

22 Configure and Maintain your Agilent ChemStation
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2  How to configure Windows 7 for use with Agilent ChemStation Rev. C.01.04 or higher

Install Windows 7

Keep your PC disconnected from the internet until you have installed the appropriate
security patches and hot fixes. It's strongly recommended to install the latest security fixes
as supported from Agilent Technologies and virus definitions prior to connecting to a
network.

1 Install Windows 7 from recovery DVD or Windows 7 Professional or
Enterprise DVD. During the setup of Windows 7 provide the Computer
Name, Administrator password and network settings. Select to either
join an existing domain or set up the system in workgroup mode.

2 To secure your system against viruses please install an AntiVirus
program. Running AntiVirus programs might influence the behavior and
performance of your computer. Agilent ChemStation was tested to run
with Symantecs Norton Antivirus.

24 Configure and Maintain your Agilent ChemStation



How to configure Windows 7 for use with Agilent ChemStation Rev. C.01.04 or higher 2

Configure Windows 7 Settings

OpenLAB CDS Config Checker

This tool is only available for OpenLAB CDS ChemStation Edition on Windows 7.

The OpenLAB CDS Configuration Checker checks and repairs all
mandatory settings. It does not check optional settings or settings that
improve the performance.

The OpenLAB CDS Configuration Checker comes as .diagcab file, which is a
file format used with Microsoft Windows Troubleshooting Platform (WTP)
program. Microsoft Windows Troubleshooting Platform (WTP) is a platform
to locate and fix hardware and software settings in Windows. It is used
specifically for diagnosing and repairing computer settings.

In general, .diagcab files are useful for deploying troubleshooting packs
because they are self-contained and require no installation. They can be
deployed onto Web sites, network shares, or copied to USB keys. The
.diagcab file name extension is a registered file name extension that can
be executed by WTP.

To start the OpenLAB CDS Configuration Checker, call the file
AgilentWtp.ChemStation.WindowsConfiguration.diagcab. This file is located on the
OpenLAB CDS Disk 6 under Tools\OpenLAB CDS ChemStation Edition\
Diagnostics\WindowsConfiguration\Cab\

Manual Configuration

Some changes within this document are mandatory for the ChemStation to
work properly on a Windows 7 system. Some changes will optimize
application performance. Other changes will have a graphical or minor
impact.

Configure and Maintain your Agilent ChemStation 25
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How to configure Windows 7 for use with Agilent ChemStation Rev. C.01.04 or higher

[MUST]

To indicate the relative importance of individual settings, each item is categorized as:
MUST: These changes must be applied.

PERFORMANCE: These changes will improve system performance.

OPTIONAL: Most of these changes will affect the graphical display of the application.

If User Account Control (UAC) is switched on, some configuration steps will require active
confirmation to continue.

1 Folder Options: (right-click Start > Open Windows Explorer)
a Click Organize > Layout
Select Menu Bar
Select Navigation Panel
b Set View to Details
¢ Click Tools > Folder Options
View tab:
Clear Hide extensions for known file types;
Clear Display the full path in the title bar (classic theme only)
d Click Apply to Folders to apply these settings to all folders.

Configure and Maintain your Agilent ChemStation



How to configure Windows 7 for use with Agilent ChemStation Rev. C.01.04 or higher 2
Configure Windows 7 Settings

[MUST] 2 Go to Start > Control Panel > Windows Update. Check for updates and apply
all critical security patches.

-.a-'ControI Panel\All Control Panel Items\Windows Update ;Iglﬂ
‘%v |Ej - Control Panel - All Control Panel Items ~ Windows Update - m I Search Control Panel m

File Edit Wew Tools Help

Control Panel Home Winds Update
Check for updates
Change settings |-/_ Check for updates for your computer
View update history | Always install the latest updates to enhance your computer's security and
Restore hidden updates performance.
Updates: frequently asked Check for updates
questions
Maost recent check for updates:  Never
Updates were installed: Mewer
‘fou receive updates: For Windows only.
Seealso
Installed Updates Get updates for other Microsoft products. Find out more

‘; ‘Windows Anytime Upgrade

[MUST] 3 Go to Start > Control Panel > System, and register Windows 7 with
Microsoft.

Configure and Maintain your Agilent ChemStation 27



2  How to configure Windows 7 for use with Agilent ChemStation Rev. C.01.04 or higher
Configure Windows 7 Settings

[MUST] 4 Click Change Settings > . In the > Important updates section select Never
check for updates. Clear the other update options.

a' Control Panel\All Control Panel Items\Windows Update\Change settings = |EI ﬂ

Wv }E" - All Control Panel Items ~ Windows Update ~ Change settings - m I Search Control Panel
Ele Edit View Tools Help

Choose how Windows can install updates

When your computer is online, Windows can automatically chedk for important updates and install them using these
settings. When new updates are available, you can also install them before shutting down the computer.

How does automatic updating help me?

Important updates

|@ INEver check for updates {not recommended) j

Install pew updates: IEvEI‘,‘ day j at IE:I]] AM j

Rec ded update:
™ Give me recommended updates the same way I receive important updates

Whao can install update:
™ allow all users to install updates on this computer

Note: Windows Update might update itself automatically first when checking for other updates. Read our privacy

statement online,
=

Figure 14  Windows Update Settings

Close the Update screen

NOTE This setting is important to avoid data loss due to system reboot during data acquisition.
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[MUST] b5 Go to Start> Control Panel > Administrative Tools. Click Services. Right- click
on the Desktop Window Manager Session Manager. In the context menu
select Properties. Set the startup type to Disabled. Confirm by clicking OK.

L4 Services |EHE“E
File Action View Help
e B Ecz H= > u 0w

£ Services (Local) . Services (Local)
-
Desktop Window Manager Session  Mame Description =
Manager £ DCOM Server Process Launcher The DCOM...
A % Desktop Window Manager Session Manager Provides De...
Description: P o
Provides Desktop Window Manager i DHCR i i ) ”m|7
startup and maintenance services /. Diagr| Desktop Window M Session M; Prop (Local Com... o... _‘
ol = s
," aan General |Log On I Recuveryl Dependencies & | &
% Diagn 0.
4 Disk O Service name LxSms 5-.)
D!ﬂ” Display name: Desktop Window Manager Session Manager Iz
& Distri - S —— . = y 5
“k DNS Description: |Provides Desktop Window Manager startup and s li...
mairtenance services -
L Encry] |
&, Bxten Path to exectiable: e
S Fax C\Windows" System32'svchost exe 4 LocalSystemNetwork Restricted U
S Funct s : O...
‘a; Funct] Ape; Eisabied = ith...
i Grou Help me confiqure service startup options. Sas
£ Healt - 5.
% Hom Service status:  Stopped el...
4 Hom ne.
2k Hum Start Stop Pause Resume no
] |::7 ‘fou can speciy the start parameters that apply when you start the service I
] from here.
Extended /(Standard/ e

Figure 15 Disable Desktop Service

Do the same for Application Experience service and close the Services
window.

Close Administrative Tools
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Configure Windows 7 Settings

[MUST] 6 Go to Start> Control Panel > Indexing Options. Click the Modify button. Clear
all drives and locations. Click OK. Click Close.

43+ Indexing Options

Litems indexed
‘& Indexing complete,

Index these locations:

[52 | | 4 Indexed Locations
Change selected locations

O] s DATA (D) |
[ & Offine Files

[7] v &, PrOGRAMS (C:)

Figure 16  Disable file indexing

Induded Locations Exdlude
Summary of selected locations
Induded Locations Exclude
Modify | [ 5 advanced Pause
How does indexing affect searches?
Troubleshoot search and indexing
Close
1%lshow all locations

Configure and Maintain your Agilent ChemStation



[MUST]

How to configure Windows 7 for use with Agilent ChemStation Rev. C.01.04 or higher 2

7 Navigate to Local Computer Policy > Computer Configuration > Administrative
Templates > System > Logon. Select Hide entry points for Fast User Switching and

Always use classic logon.

B Local Group Policy Editor -0l
File Acton View Help
€= | Hm|= BE T
B Logon
Administrative 1
| Contral Pan | [ o0 ot display the Getting Started _Setting State |
- N"Tt"“’rk welcome screen at logon i=| Assign a default domain for logon Mot configured
= Printers - Exdude credential providers Mot configured
Bl Systsmd Edit policy sefting. Do not process the legacy run list Mot configured
= DI:"‘:: Requirements: Do not process the run once list Mot configured
= Device | Windows 2000 anly Turn off Windows Startup Sound Mot configured
: Disk NV Description: Hide entry poinixi. for Fast User Switching Enabled
| Disk Qu Supresses the welcome screen. Always use dassic logon Enabled
| Distribu _ o Enabled
= Dri This setting hides the \_Nelcome screen Run these programs at user logon Mot configured
= Driver I that is displayed on Windows 2000 X
| Enhano Professional each time the user logs Always wait for the network at computer startup and logon Mot configured
| Filesyst on. |i=] Always use custom logon background Mot configured
| Folder F .
| Group Users can stil display the welcome
- screen by selecting it on the Start
_| Interne menu or by typing "Welcome” in the
| isCsI Run dialog box.
| Kerberc
“ Locale € This setting applies only to Windows
= 2000 Professional, It does not affect
— Logon | _ | the "Configure Your Server on a ~|4] | _bl
< i L4 Extended A4 Standard /
Figure 17  Local Group Policy Editor Dialog
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[MUST] 8 Adust Power Options via Start > Control Panel > Power Options.
As preferred plan select High performance

a
b Click Change Plan settings (see Figure 19 on page 33)
¢ Set the option Putthe computer to sleep to Never

d

Click Change advanced power settings. Open the nodes for Hard disk, Turn
off hard disk after and set the Minutes to 0 (=Never). Click 0K

e Save the changes.

-f* Power Options -0 x|
| O O lﬁ » Control Panel ~ All Control Panel Items » Power Options - m I zgarch Control Panel \!__.]‘
Eile Edit View Tools Help
Control Panel Home Select a power plan
) Power plans can help you maximize your computer's performance or conserve energy. Make a plan active by
Require a password on wakeup selecting it, or choose a plan and customize it by changing its power settings. Tell me more about power plans
Choose what the power button
does Preferred plans
Create a power plan (" Balanced {recommended) Change plan settings
] g-hofse when to turn off the Automatically balances performance with energy consumption on capable hardware.
isplay
W Change when the computer sleeps & High performance Change plan settings
Favors performance, but may use more energy.
Hide additional plans j
See also
[ ! Ch | tHi
Personalization Pawer saver ange plan settings
User Accounts Saves energy by reducing your computer’s performance where possible,

Figure 18  Selecting a power plan
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Configure Windows 7 Settings

-0/ x|
‘mv H@ ~ Power Options ~ Edit Plan Settings » |23 | search Control Panel @

File Edit Wiew Tools Help

Change settings for the plan: High performance
Choose the sleep and display settings that you want your computer to use,

@ Turn off the display: |1 hour ;I

‘ Put the computer to sleep: |Never j

Change advanced power settings

Restore default settings for this plan

Sawve changes Cancel

Figure 19  Edit Plan Settings: High Performance

Configure and Maintain your Agilent ChemStation 33



2  How to configure Windows 7 for use with Agilent ChemStation Rev. C.01.04 or higher
Advanced settings |

then choose settings that reflect how you want your

\[- i Select the power plan that you want to customize, and
computer to manage power.

@" Change settings that are currently unavailable

IHigh performance [Active] j

=1 High performance =

= Require a password on wakeup
Setting: Yes

= Hard disk
= Turn off hard disk after

Desktop background settings

Wireless Adapter Settings

Sleep

1 1I5R =ettinns LI

Setting (Minutes):

Restore plan defaults |

ok | cancel | mepy |

Figure 20 Power Options

[MUST] 9 Local Security Policy: (Start > Control Panel > Administrative Tools > Local
Security Policy)

a Navigate to Security Settings > Local Policies > Security Options

b Double-click the following policy listed in the right hand panel:
Network Access: Sharing and security model for local accounts

34 Configure and Maintain your Agilent ChemStation



How to configure Windows 7 for use with Agilent ChemStation Rev. C.01.04 or higher

File Acton View Help

2

¢ In the displayed dialog select the following item from the drop down
list: Classical - local users authenticate as themselves

EE Local Security Policy

1o x|

e | FHEIRE =]

i Security Settings

A Account Policies

Local Policies

‘g Audit Policy

‘4 User Rights Assignment

_ Security Options

| Windows Firewall with Advanced Security
| Metwork List Manager Polidies
| Public Key Palicies
| Software Restriction Policies
__| Application Control Policies

g IP Security Policies on Local Computer
| Advanced Audit Policy Configuration

Palicy +

L] Microsoft network dlient: Digitally sign comi
Microsoft network dient: Send unencrypte
5] Microsoft network server: Amount of idle £
lii¢| Microsoft network server: Digitally sign cor
15| Microsoft network server: Digitally sign cor
Loig] Microsoft network server: Disconnect dien
L] Microsoft network server: Server SPN targ
1| Network access: Allow anonymous SID/Mal
14| Network access: Do not allow anonymous |

14| Network access: Do not allow anonymous |
15| Network access: Do not allow storage of p
Ly Network access: Let Everyone permissions
Loy Network access: Named Pipes that can be
L Network access: Remotely accessible regis
Network access: Remotely accessible regis
/1| Network access: Restrict anonymous acce:
Network access: Shares that can be acces
Network access: Sharing and security mod
1| Network security: Allow Local System to us
Log| Network security: Allow LocalSystem NULL
Lis| Network Security: Allow PKU2U authentica
4| Network security: Configure encryption ty|
liig| Network security: Do not store LAN Manag
L5e| Network security: Force logoff when logon
Loy Network security: LAN Manager authenticz
Lo Network security: LDAP dient signing requi

NMatunrel eam ity Minim m eaesinn cam it

Local Securty Setting | Expiain |

j Network acoess: Sharing and security model for local accounts

Network access: Sharing and security model for local

21

o]

cancel |

Apply

[MUST]

Figure 21

Language Options)

Configure and Maintain your Agilent ChemStation
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a Regional options should be set to English (United States) from the drop
down list.

q"' Region and Language |

Formats | Location I Keyboards and Languages I Administrative I

Format:

— Date and time formats

Short date: [Mrdiyyyy |
Long date: | deldd, MMMM dd, yyyy |
Short time: [heemm |
Long time: [remmss tt |
First day of week: | Sunday |

What does the notation mean?

~ Examples
Short date: 8/5/2010
Long date: Thursday, August 05, 2010
Short time: 343 PM
Long tirme: 3:43:36 PM

Additional settings... |

Go online to learn about changing languages and regicnal formats

ok | cance | el |

Figure 22  Regional and Language Options Dialog

Configure and Maintain your Agilent ChemStation



How to configure Windows 7 for use with Agilent ChemStation Rev. C.01.04 or higher

b If regional format other than English (United States) is used, the
following settings are mandatory. The settings can be defined by
clicking the Customize this format button:

Decimal symbol = . (point)
Digit grouping symbol = ;| (comma)

List separator =, (comma)

@ Customize Format |

Mumbers |Currer‘|ql' | Time | Date I

Example
Positive: | 123 456,789.00 Negative: | -123,456,789.00

Decimal symbal: [ |
No. of digits after decimal |2 .
Digit grouping symbol: [. =]
Digit grouping: [123,456,789 =]
Negative sign symbol: |- =]
Negative number format: [11 =]
Display leading zeros: o7 =]
List separator: [. =]
Measurement systen: fus. =]
Standard digits: |0123456789 =]
Use native digits: [ Never =]

Click Reset to restore the system default settings for

numbers, currency, time, and date.
0K I Cancel | Apply |

Figure 23  Customize Regional Dialog

[
1]
m
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[OPTIONAL] ¢ Language for non-Unicode programs: On the Administrative Tab click
Change system locale.... From the drop down list, select English (United
States)

Do not change system locale if your are using an English, Japanese or Chinese Operating
System.

=

Formats I Location I Keyboards and Languages  Administrative

[~ Welcome screen and new user account:

View and copy your international settings to the welcome screen, system
accounts and new user accounts.

'.5\' Copy settings... |

Tell me more about these accounts

i~ Language for non-Unicode program:

This setting (system locale) controls the language used when displaying
text in programs that deo not support Unicode.

Current language for non-Unicode programs: x|
English (United States)
2 Select which language (system locale) to use when displaying text in programs
%/ Change system locale... | that do not support Unicode. This setting affects all user accounts on the
computer.

What is system locale?

Current system locale:

oK I Cancel

ok | caeel || sep ﬂ
Figure 24 Regional and Language Options Dialog, Administrative Tab
[MUST] 11 Power Management for network devices (From Start > Control Panel >

Network and Sharing Center) Select Change adapter settings. Right-click Local
Area Connection > Properties > Configure)
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a On the Power Management tab, clear all check boxes.

Intel{R) 82566DM Gigabit Network Connection Pro ﬂ

.Genemll Advanced I Driver | Details Power Management |

:. Irtel(R) 825660M Gigabit Metwork Connection
=

r llow the computer to tum off this device to save power,

™| &llow this device towake the computer

™| Dnly allow & magic packet o wake the computer

Waming: i thiz iz a laptop computer and you run it using battery power,
gllowing the network adapter to walee the computer could drain the batteny
mare quickly. k might also cause the laptop to become very hot f it wakes
up while packed in a camying case.

oK I Cancel

[PERFORMANCE] 12 Screen layout: (right-click on desktop > Personalize):

a Click on Window Color and Appearance

b Click on Open classic appearance properties for more color option.
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¢ Click Effects. Clear all three checkboxes.

P

& Effects ==

[|se the following method to smooth edges of screen fonts:|

=
ClearTvne
LW == =

[] show shadows under menus

[] Show window contents while dragging

Ok ] [ Cancel

Figure 25 Effects Dialog

13 System Properties: Start > Control Panel > System: click Advanced system

settings.

a On the Advanced tab > Performance click Settings.

Advanced tab > Virtual Memory: For optimum performance use the
Change button to adjust the paging file size to a value of 2 to 3
times of the physical RAM on the PC. If possible locate the paging
file on a drive different from system and ChemStation installation
drive.

Data Execution Prevention tab: Select Turn on DEP for essential Windows
programs and services only.

b Advanced > Startup and Recovery > Settings button:

System startup section:
Change both Time to display ... fields from 30 to 3 sec.
System failure section:

Select Automatically restart, select Write Kernel Memory Dump.
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¢ Remote tab

In the Remote Assistance section, clear the checkbox Allow Remote
Assistance connections to this computer.

In the Remote Desktop section, select Don't allow connections to this
computer.

System Properties x|

.Ccmputer Name I Hardware I Advanced I System Protection Remate |

— Remote Assistance

[~ Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?

Adyaneed.. |

— Remote Desktop

Click an option, and then specify who can connect, if needed.

i {Dont allow connections to this computer

= Allow connections from computers running any version of
Remote Desktop {less secure)

" AMlow connections only from computers running Femate
Desktop with Network Level Authentication imore secure)

Help me choose Select Users.. |
ok | caneel | mopy |

[OPTIONAL] 14 General Layout: (right-click Start > Properties)

a Start Menu Tab: In the Privacy section select both items
b Start Menu Tab > Customize button: In Customize Start Menu dialog:
Clear the following option:
Favorites menu

Select the following options:
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Computer Display as a link

Connect To

Control Panel: Display as a menu

Default Programs

Devices and Printers

Documents: Display as a link

Enable context menus and dragging and dropping
Games: Don't display this item

Help

Highlight newly installed programs

Customize Start Menu f |

‘fou can customize how links, icons, and menus look and behave on the
Start menu.

[ Control Panel ;I
() Display as a link
@ Display as a menu
() Don't display this item
Default Programs
= Documents
() Display as a link
() Display as a menu
@ Don't display this item
& Downloads
() Display as a link
() Display as a menu
@ Don't display this item
Enable context menus and dragging and dropping
[T Favorites menu

Devices and Printers

# Games LI
[~ Start menu size

Mumber of recent programs to display: I 10 3:

Mumber of recent items to display in Jump Lists: I 10 3:

Use Default Settings | OK I Cancel |

Figure 26  Start Menu configuration

Music: Don't display this item

Network

Open submenue when | pause on them with the mouse pointer
Personal submenus: Display as a link

Pictures: Display as a link
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Run command

Search other files and libraries Search public folders
Search programs and Control Panel

Sort All Programs menu by name

System administrative tools: Display on the All Programs menu and in
the Start menu

Use large icons

[OPTIONAL] 15 Welcome Center (Start > search for 'gpedit.msc' )

Navigate to Local Computer Policy > Computer Configuration > Administrative
Templates > System > Logon

Select Don't display the Getting Started welcome screen at logon.

B Local Group Policy Editor i =] |
File Action View Help
% f$| E|IER] 7 -\ 7
-l Windows Settin Logon
~| Administrative 1
- Contral Pan Don't display the Getting Started SEtt""Q
- Metwork welcome screen at logon |i=| Assign a default domain for logon Mot conﬁgured
= Z””::"S - - wdude credential providers Mot configured
2O 'Yscmd Edit policy setting. o not process the legacy run list Mot configured
- D:":: Requirements: o not process the run once list Mot configured
- Device | Windows 2000 only urn off Windows Startup Sound Mot configured
: Disk NV Description: ide entry points for Fast User Switching Enabled
| DiskQu Supresses the welcome screen, lways use dassic logon Enabled
| Distribu ) o display the Getting Started Enabled
= Driver I This setting hides the welcome screen un these programs at user logon Mot configured
= that is displayed on Windows 2000 Iways wait for th ork dl fi d
“| Enhano Professional each time the user logs ways wait for the network at computer startup and logon Mot configure:
| Filesyst on. Iways use custom logon background Mot configured
| Folder F
| Group F Users can still display the welcome
= P screen by selecting it on the Start
=l Interne menu or by typing “Welcome™ in the
| iscsI Run dialog box.
| Kerberc
= Locale € This setting applies only to Windows
= 2000 Professional, It does not affect
— Logon | _ (| the “Configure Your Server on a ~|4] | _>|
4 i L4 Extended A Standard /'
Figure 27  Local Group Policy Editor Dialog

[OPTIONAL]

16 Recycle Bin Properties: (right-click on desktop icon Recycle Bin) Select

the following options

Custom size: select a size corresponding to approximately 10% of the
complete disk space for the drive

Display delete confirmation dialog
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Configure Windows 7 Settings

a Repeat these steps for all drives of your computer.

L. Recycle Bin Properties x|

General |

Recyde Bin Location | Space Available |
|| DATA (D2) 129 GB
. PROGRAMS (C:) 19.5GB

Settings for selected location
£ Custom size:
Maimum size (MB): 2000

" Don't move files to the Recyde Bin. Remove files
immediately when deleted.

¥ Display delete confirmation dislog

’TI Cancel Apply
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Security Settings for LC-MSD and CE-MSD Systems

46
Security Settings for LC-MSD Trap Systems

50

This chapter summarizes all security settings required for LC/MSD, CE/MSD,
LC/MSD Trap. All other security settings are set automatically by the OpenLAB
CDS Master Installer.

Agilent Technologies 15
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Security Settings for LC-MSD and CE-MSD Systems

Security Settings for LC/MSD and CE/MSD Systems

The MSD part of LC/MSD and CE/MSD systems requires exceptions for
the Windows Firewall in case the firewall is enabled. Additionally, the
communication with the MSD is sensitive to the order NICs in the Adapters
and Bindings dialog. These settings are described in the following passages.
In case a custom firewall is used, please contact your administrator to
make the necessary exceptions.

The settings described below apply to Win XP only. If you are a Windows
7 user do the following:

1 Start > Control Panel > Windows Firewall

2 click Advanced Security and enter the necessary rules

Please contact a MSD product specialist for the required rules

These settings should only be applied on PCs controlling LC/MSD or CE/MSD systems.

Internet Security Settings:

Start > Settings > Control Panel > Security Center
1 Click Manage security settings for Windows Firewall
2 General tab (See Figure 28 on page 47)

a Select option On (recommended)
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b Disable option Don’t allow exceptions

%= Windows Firewall " x|

General | E:-cceptionsl ﬁdvancedl

Windows Firewal helps protect your computer by preventing unautharized users
fram gaining access to your computer through the Internet or a network.,

This zetting blocks all outside sources from connecting tao this
campLter, with the exception of thoze selected on the Exceptions tab.

[ Don't allow exceptions

Select this when you connect to public networks in less secure
locations, such az airportz. You will not be notified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@ " Off [not recommended])

Aryoid uzing this zetting. Turning off “Windows Firewall may make thiz
computer more vulnerable to viruses and intruders,

wihat elee should | know about Windows Firewall?

ak. I Cancel

Figure 28 Windows Firewall Dialog, General Tab

3 Exceptions tab (See Figure 29 on page 48)
a Select option Display a notification when Windows Firewall blocks a program.
b Add ChemMain.exe to the list of Programs and Services

¢ Enable an exception for this program.
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d Disable exceptions for all other programs listed by default.

%= Windows Firewall ) x|

General  Exceptions | Advanced I

Windowsz Firewall iz blocking incoming network. connections including the
programs and services selected below.

Programs and Services:

[ Remote Assistance
[ Remate Desktop
[ UPAP Framework

Add Program... Add Part... Edit... Delete

[v Display a notification when “indows Firewall blocks a program

Wwhat are the rizsks of allowing esceptions?

OF. I Cancel

Figure 29  Windows Firewall Dialog, Exceptions Tab
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Advanced Network Settings:

Start > Settings > Control Panel > Network Connections
1 Select menu Advanced > Advanced Settings
2 Adapters and Bindings tab (see Figure 30 on page 49)

a Make sure that the Local Area Connection pertaining to the LC/MS
or CE/MS NIC is the first item in the list of connections

The names of your LAN cards may differ from those shown in the example. You can tell
which LAN card is the Instrument LAN by comparing the IP addresses assigned to the LAN
cards.

The LAN pertaining to the company intranet > internet will typically have an IP address
assigned by organizations Static IP policy or by a DHCP server. Check with your network
administrator.

Advanced Settings 2=l

Adapters and Bindings I Frovider Order |

Connections are listed in the order in which they are accessed by
DMS and other network services.

LConnections:

L Local &rea Connection

@ [Femote Access connections]

K]

Bindings for Local Area Connection 2:

File and Printer Sharing for Microsoft Metworks
W F Intermet Protocal (TCPAR)

Client for Microsoft Nebworks
W F Intemet Protocal (TCRAR)

B[]

Ok I Cancel |

Figure 30 Advanced Settings Dialog, Adapters and Bindings Tab
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Security Settings for LC-MSD Trap Systems

The MSD part of LC/MSD Trap systems requires exceptions for the

Windows Firewall in case the firewall is enabled. These settings are
described in the following passages.

These settings should only be applied on PCs controlling LC/MSD Trap systems.

Internet Security Settings

Start > Settings > Control Panel > Security Center

1 Click Manage security settings for Windows Firewall
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2 On the General tab (See below):

Select option On (recommended)

Disable option Don’t allow exceptions

%= Windows Firewall

General | Exceptionsl Advancedl

ping to

Windows Firewall helps pratect your computer by preventing unauthorized users
fram gaining access to your computer through the Intemet or a network.

Q-

Thiz zetting blocks all outside zources from connecting ta this
computer, with the exception of thoze selected on the Exceptions tab.

I Don't allow exceptions

Select thiz when you connect ta public netwarks in less secure
locations, such as airports. You will not be notified when 'Windows
Firewall blocks programs. Selections on the Exceptions tab will be
ighored.

@ " OKf [not recommended)]

Awoid using thiz setting. Tuming off *indows Firewall may make this
computer more vulherable ta viruses and intruders.

Wéhat elze should | knove about Windows Firewall?

oK I Cancel

Configure and Maintain your Agilent ChemStation
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3 Security Settings

3 On the Exceptions tab (See below):

Select option Display a notification when Windows Firewall blocks a program.

% windows Firewall i |

General Excephions |.-’-‘-.dvanc:ed|

Windowz Firewall iz blocking incoming network connechions, except for the
programs and services selected below, Adding exceptions allows some programs
boowork, better but might increase wour securnty nizk,

Programsz and Services:

MName

[ File and Printer Sharing

[ Micrasoft Management Conzole
[ Remate Azsistance

[ Remate Desktop

O UPAF Frarnewsark,

Add Program. .. Add Port... Edit... Liefete

v Display a notification when Windows Firewall blocks a program

Wwhat are the rizks of allowing exceptions?

Cancel |
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4 On the Advanced tab (see below): In the Network Connection Settings
section, de-select the Local Area Connection pertaining to the LC/MS
NIC. Typically, this is Local Area Connection 2.

™= windows Firewall ) ﬂ

Generall Exceptions Advanced |

 Metwork, Connection Settings

‘Wwindows Firewall iz enabled for the connections selected below. To add
exceptions for an individual connection, select it, and then click Seftings:

Local Area Connection
[ Local Area Connection 2

r Security Logging

“'ou zan create a log file for troubleshooting purposes. Settings... |

~ICMP
With Internet Contral Message Protocaol ICMFPY), the Settings... |
computers oh & netwark, can share enor and status £
information.

 Default Settings
To restore all 'Windows Firewall settings to a default state. B ostore Defaulte |
click Restare Defaults. =

0K | Cancel |

Configure and Maintain your Agilent ChemStation

3

53



3

54

Security Settings

5 From the list of Resources select Change the way Security Center alerts me
(See below)

Disable Automatic Updates
Disable Firewall

Enable Virus Protection

¥ Alert Settings : X

Security Center

alert Settings

settings

[T Automatic Updates
alert me if my computer might be at risk because of my Automatic
Updates settings

¥ Wirus Protection

Alert me if my computer might be at risk because of my virus
prokection software settings

(4 I Cancel

With these settings, you will not receive any alerts regarding the state of Windows
Firewall. Be sure that you monitor the state of Windows Firewall yourself
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